
McCloud Risk Heat Map March 2023

LIKELIHOOD

IMPACT Minimal Minor Moderate Major Severe

1 2 3 4 5

Failure to interpret or apply legislation 

correctly

1

4

Inability to successfully succession plan 

into key roles/ranks

Very Likely5

4 Likely

3 Possible

2 Unlikely

McCloud Data Collection Exercise

2

1 Rare

Delay in XPS providing member's pensions

5

3
Staff not feeling valued due to the 

implementation of McCloud

Legislation is not implemented in October 

2023

6
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McCloud Risk Summary March 2023

Risk ID Risk Title Risk Owner

Likelihood 

(1-5)

Impact

 (1-5)

Overall 

Score

1 McCloud Data Collection Exercise Scheme Manager         3          3          9 

3 Staff not feeling valued due to the implementation of McCloud and when pension payments will be made. Scheme Manager         3          2          6 

2 Inability to successfully succession plan into key roles/ranks across the Service could result in degradation 

of some activities/Services.

Scheme Manager         2          3          6 

4 Delay in XPS providing member's pensions Scheme Manager         3          3          9 

5 Legislation is not implemented in October 2023 Scheme Manager         2          3          6 

6 Failure to interpret or apply legislation correctly Scheme Manager         2          3          6 

Risk with current

mitigation controls in place
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March 2023

Risk ID Risk Title Risk Area

Risk

sub-ID Causes Effect Risk Owner

Likelihood 

(1-5)

Impact

 (1-5)

Overall 

Score Key Existing Management Controls Planned Enhancements to Controls (Actions) Action by Whom

Target Review 

Date

1 McCloud Data Collection 

Exercise

Pensions will 

not be paid on 

time when the 

legislation 

comes into 

effect. 

Time taken to go through members' records 

and complete the spreadsheet.

Team capacity to complete the task.

Payroll system is not able to create the 

required the report.

Limitation of specialist resource to transpose 

/ translate the data.

Unit 4 going live in June 2023, may impact 

on the access to data required for McCloud 

once the legislation comes into effect.

Data collection exercise is not completed 

ahead of the legislation coming into 

effect. 

Scheme 

Manager
        3         3         9 Bank contract staff are in place who hold the specialist 

knowledge to complete the exercise. 

Knowledge transfer is taking place for Pensions Team staff to 

all assist with the data collection exercise. 

Discussions are underway with teams in SCC to ensure the 

implementation of Unit 4 does not impact the project.

Pensions Project Assistant has been recruited and is working on 

the data collection exercise.

Regular meetings are taking place with XPS on a monthly 

basis.

A business case is being considered to ensure data remains 

available after Unit 4 is live.

Senior Pensions 

Advisor

May-23

2 Inability to successfully 

succession plan into key 

roles/ranks across the 

Service could result in 

degradation of some 

activities/Services.

High level of 

retirements in 

Q3 2023

October 2023 legislation date may mean 

members want to retire later on their 'correct' 

pension.

Higher than usual number of members 

could leave the Service at the same time 

in or around October 2023.

XPS will be unable to process members' 

pensions on time.

Scheme 

Manager
        2         3         6 Regular updates are being submitted to the Pensions Team 

detailing those who can retire. 

SharePoint is updated regularly to provide member updates.

A collaboration is taking place with Workforce Planning to 

ensure communications remain consistent. 

Continuous monitoring of retirees to monitor leavers against 

predictions. 

Create and share communication plan.

Pensions Project 

Officer

May-23

3 Staff not feeling valued 

due to the 

implementation of 

McCloud and when 

pension payments will 

be made. 

Member 

expectations 

not being met. 

Lack of clarity as to how contributions will be 

obtained and subsequent pension paid.

The impact of other pension projects (10% 

and modified/Matthews) onto the member.

Members may need to wait longer before 

their pension is increased.

Members may not have the money 

available to pay the contributions required 

at once. 

Due to the number of members in Surrey, 

it may take longer for XPS to complete 

the work compared to other services with 

fewer numbers. This may mean members 

will hear of firefighters at other Services 

who are obtaining their RSS sooner and 

are seen as  'being treated better'.

Scheme 

Manager
        3         2         6 Pensions Team are communicating to members via different 

channels with the aim to avoid misunderstanding. 

Pensions Project 

Officer

May-23

4 Delay in XPS providing 

member's pensions

Pension 

payments

Increase in members wishing to retire once 

the new legislation is in effect.

Members are unhappy with the Service 

received and may raise an IDRP.

Scheme 

Manager
        3         3         9 XPS have been informed of members who are due to leave in 

October which the Service are aware of.

XPS are aware that some members may delay their retirement 

date due to the legislation implementation date. 

XPS have recently completed an aggressive recruitment drive in 

order to prepare for the legislation and meet their KPI's. 

XPS are working with Heywood to aim for the software to be 

ready for October 2023.

Pensions Team provide regular communications to active 

members. 

Continue planned meetings with XPS on the McCloud project. 

KPI's are due to be updated by XPS to reflect the new 

legislation. 

Senior Pensions 

Advisor

May-23

Pensions Team Risk Register - McCloud Specific
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March 2023

Risk ID Risk Title Risk Area

Risk

sub-ID Causes Effect Risk Owner

Likelihood 

(1-5)

Impact

 (1-5)

Overall 

Score Key Existing Management Controls Planned Enhancements to Controls (Actions) Action by Whom

Target Review 

Date

Pensions Team Risk Register - McCloud Specific

5 Legislation is not 

implemented in October 

2023

Pension 

payments

Government is unable to implement 

legislation to specified deadline.

Member's will be dissatisfied with the 

delay incurred until they are contacted 

with their Remedial Service Statements 

(RSS).

Scheme 

Manager
        2         3         6 Pensions Team are communicating to members via different 

channels with the aim to avoid misunderstanding and manage 

expectations.

Senior Pensions 

Advisor

May-23

6 Failure to interpret or 

apply legislation 

correctly 

Member 

expectations 

not being met. 

Incorrectly processing the McCloud remedy 

not in line with legislation and/or Home Office 

expectations 

Active members may have delayed 

retirements and pensioner may have a 

delayed remedy of pension benefits. 

May result in calculations being 

conducted incorrectly thus paying 

members incorrect benefits.

Scheme 

Manager
        2         3         6 Pensions Team are liaising with the LGA, XPS and the Fire 

Sector to understand the legislation and how it is to be 

implemented.

The Home Office are designing a calculator for all Fire 

Services to use to ensure a consistent approach is taken 

when members' pension benefits are being calculated. 

Calculations will be carried out by XPS, not in-house at the 

Fire Service.

Senior Pensions 

Advisor

May-23
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RISK SCORING MATRIX :

Level Likelihood Odds Level Impact

Financial 

(revenue) Residents Reputational Performance

1 Rare <10% 1 Minimal <£100k
Minimal impact on a small 

proportion of the population

Has no negative impact on reputation 

and no media interest

Minimal impact on achievement 

of one or more SCC priority 

objectives

2 Unlikely 10% to 30% 2 Minor £100K to £1m
Minor impact on a small proportion 

of the population

Minor damages in a limited area. May 

have localised, low level negative 

impact on reputation and generates 

low level of complaints

Minor impact on achievement of 

one or more SCC priority 

objectives

3 Possible 30% to 70% 3 Moderate £1m-£2.5m

Moderate impact on a large (or 

particularly vulnerable group) 

proportion of the population

Moderate damages but widespead. 

Significant localised low level 

negative impact on the organisations 

reputation which generates limited 

complaints.

Moderate impact on 

achievement of one or more SCC 

priority objectives

4 Likely 70% to 90% 4 Major >£2.5m to £10m

Major impact on a large (or 

particularly vulnerable group)  

proportion of population

Major damage to the reputation of 

the organisation.  Generates 

significant number of complaints and 

likely loss of public confidence.  

Unwanted local or possibly national 

media attention. 

Major impact on achievement of 

one or more SCC priority 

objectives

5 Very Likely >90% 5 Severe >£10m

Serious long term impact on a large 

(or particularly vulnerable group)  

proportion of population

Serious damage to the reputation of 

the organisation. Large number of 

complaints. National media coverage.  

Possible government intervention.

Serious long term impact on 

achievement of one or more SCC 

priority objectives

LIKELIHOOD IMPACT

 - Risks are scored on their likelihood and impact

- When determining the risk impact, it is important to recognise that this is the impact on the whole of Surrey County Council, not your specific service/areas/project

- The impact statements are shown below as a guide as to what might constitute, for example, a minor impact.  

- Please contact the Risk Manager if you require further support.  
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